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Abstract

Biometric-based identification and verification sys-
tems are poised to become a key technology, with ap-
plications including controlling access to buildings and
computers, reducing fraudulent transactions in elec-
tronic commerce, and discouraging illegal immigration.
There are at least eight image-based biometrics that
are being actively considered. In image-based biomet-
rics, the biometric signature is acquired as an image
and the image is processed using techniques from com-
puter vision, image understanding, and pattern recog-
nition. We consider two promising image-based bio-
metrics, faces and fingerprints. For each, we provide a
critical assessment of the state of the art, suggest fu-
ture research directions, and identify technological chal-
lenges.

1 Introduction

In general terms, a biometric is observed data of a
human that allows the identity of that person to be de-
termined. Examples of biometrics actively being inves-
tigated are DNA, shape of the ear, faces, fingerprints,
hand geometry, irises, pattern of keystrokes on a key-
board, signature, and speech. While each biometric
has its own strengths and weaknesses, for a biometric
to be effective it should have the following four proper-
ties: (1) universality, all members of population being
identified should possess the biometric; (2) uniqueness,
biometric signature should be different for all mem-
bers of the population; (3) invariance, the signature
should be invariant under the conditions that it will be
collected; and (4) resistance, the biometric should be
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resistant to potential countermeasures.

Some biometrics can be collected without a person’s
knowledge (faces, speech, signature, keystrokes, and
ears), others (fingerprints and hand geometry) require
a person’s cooperation, and for some (irises and DNA)
this determination has not been made. This distinction
is important. Potential applications for non-intrusive
biometrics include remote surveillance and monitoring
(border crossings and airport security), while potential
applications for cooperative biometrics include access
control and verifying transactions executed via elec-
tronic commerce.

Faces, fingerprints, irises, ears are intrinsically im-
age based and require image processing, pattern recog-
nition, and computer vision techniques to implement.
Whereas, hand geometry, keystrokes, signature, and
speech fall into the domains of signal processing and
pattern recognition. Recent efforts have looked at com-
bining multiple biometrics [3, 16] (audio-video, faces-
fingerprints, etc).

Before proceeding further, we wish to point out
two recognition subproblems, identification and veri-
fication. In identification, the algorithm is presented
with a biometric image of an unknown person. The
algorithm reports its best estimate of the identity of
the unknown person from the database of known in-
dividuals. In a more general response, the algorithm
will report a list of the most similar individuals in the
database. The majority of the identification applica-
tions are in law enforcement, forensics, and intelligence.
The applications include identifying faces from mug
shots, surveillance images, newspapers, photographs,
and images of deceased people.

In verification (also referred to as authentication),
the algorithm is presented with a biometric image and



a claimed identity of the person. The algorithm ei-
ther accepts or rejects the claim. Or, the algorithm
can return a confidence measure of the validity of the
claim. Verification applications include control access
to apartment or secure buildings, verifying identities
during point of sale transactions , and continuous ver-
ification of identity at computer terminals or in secure
facilities.

In the pages allotted in the conference proceedings,
we cannot discuss all the biometrics in detail. We will
focus on faces and fingerprints. We discuss the state
of the art and future research directions for these bio-
metrics from both academic and industry perspective.

2 Face Recognition

For a face recognition system to be successfully de-
ployed, it must be fully automatic. A fully automatic
system detects and identifies/verifies a face in an image
or video sequence without human intervention. Fully
automatic face recognition systems generally have two
components, recognition and detection. The recogni-
tion component identifies or verifies the face. Usually,
a recognition module requires that the face be in a
standard position. Currently, recognition is performed
exclusively from a still image or a single video frame.
The majority of the algorithms are projection view-
based. In a view-based algorithm, the face is repre-
sented as a set of two-dimensional images. Thus, the
variations of a face under different viewing conditions
(those generated by changes in light or pose), are stored
as separate images. In a projection-based algorithm,
the image is projected onto a lower dimensional sub-
space, which is referred to as face space. Face space
characterizes the differences among faces. Therefore,
in a projection view-based algorithm, a face is repre-
sented as a set of points in face space. The similarity
between faces is measured by a similarity distance in
face space (the smaller the distance, the greater the
similarity). In identification, a face is identified as the
person in the database that minimizes the distance be-
tween the unknown face and the faces in the database.
In verification, the claimed identity is accepted if the
similarity between the presented face and the claimed
face is below a set threshold.

Although over twenty five years of research has been
carried out in this area [6], it is only in the last decade
that tangible progress has been made towards develop-
ing fieldable algorithms [36]. Existing algorithms can
be broadly classified as holistic [11, 20, 21, 34, 35, 37,
42] or feature-based [25, 26, 40]. Neural network meth-
ods have been demonstrated for face detection, but
have not been scaled up to recognition applications.

Recognition algorithms have received the majority
of the attention in the academic literature. However,
developing algorithms to detect and locate a face is
equally important and is as difficult to develop as recog-
nition algorithms. To date, detection algorithms have
been developed to either detect and locate the face in
“mugshot” style images, or detect faces in images that
contain multiple faces. In a mugshot style image, there
is one face in the image and it occupies a majority of
the pixels.

For mugshot style images, a detection algorithm lo-
cates the face in the image, detects a set of facial fea-
tures, and then transforms the image into a standard
geometric configuration. The basic detection method
detects and locates the eyes and transforms the face
so that the center of the eyes are on specified pixels
(there exist more sophisticated geometric normaliza-
tion methods).

Face detection and recognition components have
been combined to yield fully automatic face recogni-
tion systems for mugshot style images [20, 21, 40]. Both
fully automatic face recognition systems and recogni-
tion algorithms for mugshot style images have been
tested by the independent FERET evaluation proce-
dures (described later).

A number of techniques have been developed for
detecting faces in “non-mugshot” images, a few no-
table approaches are neural networks-based [32, 33|,
support vector machines based [24], and Pfinder [41].
For still images, the neural network and support vector
machine-based algorithms have been extensively tested
in the laboratory. Performance points to good detec-
tion rates (between 78-90%) with acceptable false de-
tection rates [24, 32, 33]. Pfinder allows for camera
rotation and zoom. These systems have not been sub-
jected to an independent evaluation procedure such as
FERET, or large scale evaluations in operational envi-
ronments such as airports and outdoor scenes. Simul-
taneously detecting faces in visible and infrared im-
agery could potentially improve performance [38]. By
combining image stabilization [5, 23] and face detec-
tion algorithms, one should be able to perform “face
detection on the move”. One can then track a face in
a scene using image mosaics.

There are two basic classes of face recognition sys-
tems, still and video. Video systems detect faces by a
combination of motion, stereo, color, and facial pixel
patterns, whereas, still images are restricted to color
and facial pixel patterns [2, 7]. In still images, the face
is detected, segmented, and passed to the recognition
component. In video, the algorithm performs the same
tasks as in still imagery, but also as the option of se-
lecting the frame to process. Criteria for selecting the



Figure 1. Examples of images from the FERET database.

Table 1. Variations in performance on different categories of probes.

Gallery  Probes

Average identification

Probe Category size scored rate (%)
FB 1196 1195 87
Wearing glasses 1196 176 75
Duplicates 1196 722 43
fc 1196 196 38
Duplicates—18 months 864 234 27

frame include, pose, lighting, and image quality.

The performance of face recognition algorithms has
been measured by three FERET evaluations. The
FERET evaluations are independently administered,
with a set of facial images provided to researchers for
development and a sequestered set of images for test-
ing. The first two FERET evaluation were the Aug94
and Mar95 tests [29], and evaluated fully automatic
algorithms. The most recent is the Sep96 test, which
was administered in September 1996 and March 1997
(details of the Sep96 test can be found in Phillips et
al. [27, 28, 31]) All FERET performance results quoted
in this paper are from these papers. A total of twelve
algorithms from six different groups were evaluated.

The Sep96 FERET evaluation procedure was de-
signed to evaluate both fully automatic and recogni-
tion algorithms on identification and verification tasks.
To obtain a robust assessment of the state-of-the-art
in face recognition, strengths and weaknesses of indi-
vidual algorithms, and identify future directions of re-
search, the test was designed so that performance can
be computed on multiple galleries and probe sets. (The
gallery is the set of known individuals. An image of an

unknown face presented to the algorithm is called a
probe, and the collection of probes is called the probe
set.)

The test consisted of images from the FERET
database of facial images [29]. Some examples of im-
ages in the FERET database are in figure 1. The im-
ages in the database were collected in sets of images,
where each set of images consisted 5-11 poses of an indi-
vidual. Each set of images contained two frontal images
that were taken within five minutes of each other. Dif-
ferent facial expression were requested for both frontal
images. In the Sep96 FERET test, the gallery con-
sisted of one frontal image of 1196 individuals. The
face recognition algorithms were evaluated on five cat-
egories of probes. One category was the FB probe set,
which consisted of the second frontal image from the
same set as the gallery image. This probe set measured
performance when there was at most five minutes be-
tween the acquisition of the gallery and probe images
of a person. Performance on the FB probes provides
an upper bound on the performance of state-of-the-art
face recognition systems.

Another category of probes is all frontal duplicates.



A duplicate is an image taken in a different session
(a different date) or taken under special circumstances
(such as the subject was wearing glasses, different hair
length, etc) than the gallery image.

In this paper we present summary scores. The sum-
mary scores reflect overall performance, but at the
same time ignore may aspects of performance. For
identification, we report the percentage of probes that
are correctly identified. For FB probes the top al-
gorithms had performance scores of 96%-98% and for
duplicates 58%—60%.

For verification, the are two statistics that charac-
terize algorithm performance [10, 31]. The first is the
probability of rejecting a correct identity; i.e., if the
reader presents herself to the system, the probability
that the system will reject the claim. The second is the
probability of accepting a false claim; i.e., the probabil-
ity that the system accepts the first author’s claim to
be President Clinton. There is a tradeoff between the
two types of error. At one extremes, the system can
rejects all people; at the other, all claims are accepted.
The operational performance point depends on the ap-
plication. The equal error rate is the performance point
where the two statistics are equal. For FB images the
equal error rate is 1-2% and for duplicates is 15-18%.

In face recognition, performance is a function of
the types of images in the gallery and probe set. To
quantify this difference, we compare the difficulty of
each probe category by averaging the identification rate
for all ten recognition algorithms that took the Sep96
FERET test. Table 1 presents identification rates for
five categories of probes. The first category consists
of the second frontal images (FB) from the same set
as the gallery image. The second category consists of
images of people wearing glasses. The third category
is the set of all duplicate probes. The fourth category
consists of the frontal fc images (images taken on the
same day, but with a different camera and lighting).
This category shows the effect of a lighting change on
performance. The final category consists of images that
were taken at least a year apart. (The gallery in this
category is a subset of the gallery in the other cate-
gories.) (Note: for the majority of the images with
people wearing glasses were taken on the same day as
the corresponding gallery images. None of the people
in the gallery were wearing glasses.)

On the surface it may appear that performance
needs to be improved for identification from mugshots.
However, sketching out the details of a possible sce-
nario presents a more optimist future. For a number
identification scenarios, the output from the recogni-
tion system will be a list of the most similar individuals
in the gallery to the probe. From the list a person will

make the final decision. The question then becomes
how many images is a person willing to look at. For
duplicate probes in the Sep96 FERET test, the best
algorithms report the correct answer in the top five im-
ages 70% of the time from a gallery of 1196 individuals.
There is empirical evidence that performance changes
linearly with the size of the gallery [31]. This means
that for duplicates, potentially the correct answer will
be in the top 50 images 70% of the time for a database
of approximately 10,000 individuals. For many appli-
cations, using collateral information such as sex, race,
approximate height, and age, it is possible to reduce
the size of database that needs to be searched to at
most 10,000.

Table 1 shows that future areas of research in face
recognition include developing algorithms to handle
variations due to lighting changes and when images
of the same person are taken more than a year apart.
In fact, for the majority of the algorithms, the perfor-
mance on changes in lighting is the same as images of
the same person taken at least 18 months apart.

Most discussions of performance of face recogni-
tion algorithms concentrate on performance of a sin-
gle gallery for a category of probes. This means that
relative performance among algorithms is based on a
single estimate, and that this score is predictive of per-
formance for an entire category of probes. Phillips et
al. [22, 27, 31] show that performance is dependent on
the images in the gallery and probe sets. This suggests
that the effects of the images in the gallery and probe
set on performance need to be further investigated. In
fact, differences in performance among galleries and
probe sets can overshadow difference in performance
between algorithms [22].

For verification tasks on images taken closely in time
under similar light conditions, the best face recognition
algorithms are sufficiently mature to be field tested.
However, for duplicate images more work still needs
to be done. The evidence from the FERET tests is
that the upper limits of performance from duplicates
has not been reached. The main hurdle to the devel-
opment of algorithms that can recognition faces in du-
plicate images is the availability of a large database of
duplicates. The main advantage of faces is that they
can be acquired non-intrusively. In numerous applica-
tions, non-intrusive methods are the only option.

3 Fingerprint recognition

Traditionally, inked fingerprint impressions recorded
on 38mm x 40mm (1.5”x1.6”) areas of a fingerprint
card are scanned and processed by an automated fin-
gerprint identification system (AFIS). However, the



Figure 2. Examples of different classes of fingerprints. (a) right loop (b) whorl and (c) arch.

inking process is being replaced by live-scan technology
that relies on a moving light source and the principle
of frustrated total internal reflection (FTIR) [15].

Images captured by the live-scan reader can be di-
rectly inputed into an AFIS for subsequent processing.
Benefits of this new technology include the elimination
of ink, determination of image quality before recording,
multiple copies of the same image from a single scan-
ning, and the immediate creation of a file containing
the electronic fingerprint image.

Identification from fingerprints is a two stage pro-
cess [12, 19]. The first stage, classification, performs
a coarse classification of fingerprints into one of five
classes. The second stage performs matching of de-
tails present in each fingerprint image. This two stage
process is required so that efficient queries against
databases of up to 50 million sets of fingerprints can be
performed. Filtering based on fingerprint pattern clas-
sification from one or more fingers accomplishes this.
Fingerprints can easily be classified into one of five
classes or types: arch, tented arch, left loop, right loop,
and whorl, see figure 2. Because of the large number of
fingerprints in most databases, the classification accu-
racy of the algorithm used should approach 99%. There
are at least four major approaches to automatic finger-
print classification. These are structural [17], syntac-
tic [30], statistical [4], and the artificial neural network
(ANN) [18, 39] approach. In an evaluation published
about four years ago it was found that the ANN meth-
ods performed the best [4].

The second stage performs a search against the can-
didate fingerprints from the first stage using minutia.
A minutiae is the point where a ridge either terminates
or bifurcates into two or more ridges and is defined in
terms of z and y coordinates, and ridge orientation an-
gle. A fingerprint consists of ridges which are the raised
portions of the skin and the valleys between the ridges.

Figure 3 is an illustration of the method used to iden-
tify a minutiae. In the illustration the three hatched
areas marked A represent ridges. The areas marked
B are the valleys. At the tip of the middle ridge, the
location of the minutiae is identified by its = and y co-
ordinates. The orientation of the minutiae is the angle
between the horizontal axis and the direction of the
ridge.

The comparisons and matching of minutia between
two fingerprint images are performed by an AFIS. In
the first step, the AFIS rotates and translates the probe
fingerprint into a standard position. After being ro-
tated and translated, the similarity between probe and
candidate fingerprints is a function of the geometric
pattern of the minutia. A high score indicates a high
probability of an identification. The fingerprint exam-
iner is presented a minimum list of likely candidates
based on these scores.

Due to the storage requirements of these uncom-
pressed image files, they are generally not retained on-
line. To reduce file size, the JPEG algorithm has been
used to compress the fingerprint images. However, due
to the 8x8 pixel tiling used in JPEG’s DCT, blocking ef-
fects begin to appear as compression ratios exceed 8:1.
A different approach, based on wavelet technology, was
developed and adopted for use by the FBI. Rather than
using an 8x8 pixel tile size, the wavelet scalar quantiza-
tion (WSQ) algorithm globally compresses the image.
This enables a compression ratio of 15:1 with minimal
visual degradation in reconstructed images.

Because of nearly 20 years of operational experience
by law enforcement agencies, we conclude that auto-
mated fingerprint identification is a mature technol-
ogy. Law enforcement agencies have performed large
scale evaluation of prototype AFISs. However, the re-
sults of these evaluations have not been publicly re-
leased. Whereas, for face recognition most of the



Figure 3. lllustration of a minutiae

underlying research has been performed in the aca-
demic arena; for fingerprints the significant technolog-
ical progress has been made in the commercial arena.
This is supported by the establishment of standards for
inter-operability among vendors [1], fingerprint com-
pression standard [13], and fingerprint image quality
standard [14].

To date, fingerprints have been primarily used by
law enforcement applications and for background clear-
ances. With the availability of inexpensive live scan-
ners, fingerprints are beginning to be applied to veri-
fication applications. In the past few years, new ap-
proaches to fingerprint readers have been introduced
with some high volume prices targeted below $50 a
unit. These new capture devices capable of capturing
finger ridge structures are based on CCDs, CMOS, ca-
pacitance, thermal effects, and electrical fields. Some
readers scan pieces of the finger as it is swiped across a
narrow window and then electronically sews the pieces
back together. Recently, keyboard manufacturers have
begun integrating finger scanners directly into their
units.

4 Discussion and future directions

In this paper we have primarily discussed face and
fingerprints. A third visual biometric receiving consid-
erable attention is iris [8, 9]. Recognition from irises is
based on wavelet features derived from the texture pat-
terns of the iris. Like fingerprints, the irises are pheno-
typical (features are a function of the interaction of ge-
netics, environment, and development), whereas faces

are genotypical (features are primarily genetically in-
herited). Iris recognition system is a three stage system
requiring face detection, iris acquisition, and recogni-
tion.

To date the primary applications for biometrics has
been identification in law enforcement. This market is
saturated, with fingerprints being the established bio-
metric. The future of biometrics is in verification ap-
plication. Currently, for commercial applications, pro-
totype verification systems are undergoing operational
testing and demonstration.

The determination of which biometric, if any, is ac-
cepted by the community is a function of four factors:
performance accuracy, cost of the system, losses pre-
vented, and acceptance by the users. The first three
factors are primarily economic. To be cost effective
a system must save money or prevent losses in excess
of the cost of installing and operating it. For exam-
ple, operating a unit at all points of sales for consumer
transaction maybe more expensive than the potential
losses prevented. Whereas, for large financial transac-
tions, operating a smaller number of systems maybe
cost effective.

An equally important factor, especially for large
scale applications, is the willingness of the user commu-
nity to accept the biometric. For applications such as
controlling access to sensitive information, acceptance
of the biometric could be a condition of employment.
However, for large scale use, such as with automatic
teller machines (ATMs) or credit cards, overall societal
and legal concerns will have to be addressed. In fact,
this has the potential of becoming the biggest impedi-
ment to large scale use. For example, in the US, there
is resistance to fingerprints because of criminal conno-
tations. Also, there is the perception of “big brother”
watching over us.

With the large scale use of biometrics, will come
the large scale collection of information about society.
Questions will arise about ownership, collection, distri-
bution, and unauthorized transfer of this information.
The answer to each of these questions has ethical and
legal ramifications that need to be addressed by society.

In the law enforcement community there exist fin-
gerprint standards to insure inter-operability among
products and a best practices recommendations for
mugshots (ANSI/NIST-ITL 1a-1997). For verification
(faces, fingerprints, and irises), there currently do not
exist standards. However, efforts are underway to es-
tablish application programming interfaces (APIs) for
biometrics. A biometric API will make it possible to in-
terchange biometrics at the system level (either chang-
ing between biometrics or implementations of the same
biometric). This is different from law enforcement,



where the standards are at the sensor and image level.

For fingerprints, the technology has matured to a
level suitable for incorporation into operational sys-
tems. For irises, the major research direction is ac-
quiring the irises at increasely greater distances. To
take full advantage of the potential of face recognition
requires a number of technological advances. Among
these are the ability to handle variations in lighting and
pose, and detecting and tracking people in video. The
extension to video will allow systems to continuously
verify and monitor individuals. Thus, face recognition
can operate with varying degrees of cooperation, from
images acquired from cooperative subjects to images
collected from surveillance operations. One of the most
challenging problems in face recognition is to account
for aging, which will be useful in recognizing missing
and exploited children.

With the availability of digital cameras, face detec-
tion and recognition from video is attracting consider-
able attention. Several video systems that detect and
identity faces in real-time on a windows Pentium plat-
form are becoming available [2].

The interest in face recognition goes beyond biomet-
rics. There are applications of face recognition to low
bit video compression, human computer interfaces, ges-
ture recognition, smart kiosks, and analysis/synthesis
of faces. Because face recognition is a basic function of
the human visual system, there is also significant inter-
est in face recognition from neuroscience and pyscho-
physics.

An active area of research will be multi-modal recog-
nition (use of two or more biometrics simultaneously).
The interest in multi-modal biometrics is the potential
to increase performance and make the system more
robust. Multi-modal biometrics can be more robust
because they can compensate for noise in one of the
biometrics. It only makes sense to use multi-modal
biometrics if the extra cost produces a corresponding
increase in performance.

Over the last thirty years, image processing and un-
derstanding research have successfully produced com-
mercial products in image compression and machine in-
spection. Over the last five years, numerous commer-
cial products for biometrics have been marketed and
demonstrated in private, military and government in-
stitutions. With the advent of electronic commerce on
the Internet and World Wide Web, we believe that bio-
metric driven technology will become ubiquitous. This
presents enormous opportunities and challenges from
technological, engineering, economic, legal, and soci-
etal points of view.
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